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1. Reason for Policy

The White Horse Federation Multi-Academy Trust (“the Federation”) is committed
to ensuring all members and associates of the Federation who participate in the
production of promotional content for internal and external audiences do so in a
safe, responsible manner that adheres to safeguarding best practice.



2. Policy Statement

This Policy is intended to raise awareness of the potential safeguarding risks
involved in the production of promotional content for schools within the
Federation and outline expectations regarding the safe and responsible production
of promotional content to safeguard staff, schools, pupils, and the wider
community.



3. Policy Scope

💡 Key Point: This Policy helps users produce marketing content in accordance
with safeguarding best practice.

The primary goal of this Policy is to codify and record guidance on the production
of marketing materials in accordance with safeguarding best practice.

This Policy therefore provides guidance for users on protecting the wellbeing and
privacy of pupils and staff in the course of producing and distributing marketing
materials. The term ‘marketing materials’ encompasses many things, including
social media content. For a full definition, refer to Section 4.4 of this Policy.

For guidance on safeguarding practice beyond the scope of marketing activities,
please refer to the relevant Federation or school policies.

For editorial guidance on what constitutes acceptable and unacceptable content for
each channel of communication, including a complete guide to style and tone, refer
to the Communications Policy.

This Policy is related to, but does not describe or replace, the following policies:

● Social Media Accounts Policy
● Communications Policy
● Public Relations Policy
● IT Video and Digital Image Policy
● IT General Data Protection Regulations (GDPR) Policy
● IT Acceptable Use Agreement — Staff and Volunteers
● IT E-Safety and Online Safeguarding

It is therefore necessary to read and be familiar with these policies and any
materials referenced therein.

This Policy applies to the following users:

● Members of The White Horse Federation Marketing team.
● Media Champions.
● Any member of The White Horse Federation Staff, volunteer, Local

Governing Board Member, Director Member, Trustee, or Contractor who

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf
http://gdpr.twhf.org.uk/wp-content/uploads/2018/04/TWHF-IT-Data-Protection-Policy.pdf
http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Acceptable-Use-Agreement-for-Staff-Volunteers.pdf
http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-E-Safety-and-Online-Safeguarding.pdf


participates in the production of materials used for internal or external
marketing purposes, or has interaction with members of the press.

● Any person who has access to, or is a user of, any work-related
photographic equipment utilised in the production of materials for internal
and external marketing purposes.



4. Policy Definitions

4.1 User

💡 Key Point: Anyone using this Policy to help complete their work is a user.

User refers to any White Horse Federation member or associate for whom this
Policy applies, as described in Section 3 of this Policy.

4.2 Social Media

💡 Key Point: Twitter, Facebook, and LinkedIn are examples of social media
platforms.

Social media refers to websites and applications that enable users to create and
share content, or to participate in social networking. Examples include Twitter,
Facebook, and LinkedIn.

4.3 Safeguarding

💡 Key Point: Safeguarding is the action taken in the spirit of protecting the
wellbeing and privacy staff and pupils.

Safeguarding refers to the measures taken to protect the health, wellbeing, and
human rights of individuals, which allow people — especially children, young
people, and vulnerable adults — to live free from abuse, harm, and neglect.



4.4 Marketing Materials

💡 Key Point: Marketing materials are any type of content created with the
purpose of promoting the Federation to stakeholders.

The term ‘marketing materials’ refers to content and imagery produced with the
purpose of promoting the Federation. Depending on the purpose of the materials
produced, this can include but is not limited to: website content, social media
content, printed letters, posters, prospectuses, external and internal emails, and
marketing collateral.

4.5 Stakeholder

💡 Key Point: Anyone interested in the welfare of the Federation is stakeholder.

The term ‘stakeholder’ refers to any individual with a personal, professional, or
civic interest in the welfare and success of The White Horse Federation, its schools,
staff, and pupils. This includes but is not limited to: Federation staff, parents,
families, community members, local businesses and organisations, advocacy
groups, and media outlets.



5. Safeguarding Procedures

5.1 When Producing Videos and Images

💡 Key Point: Follow these principles when producing video or images for
marketing materials.

Imagery used or taken for promotional purposes must comply with the following
principles:

● It is fairly and lawfully processed.
● It is processed for a limited and specifically stated purpose.
● It is used in a way that is adequate, relevant, and not excessive.
● It is relevant and up-to-date.
● It is kept on file no longer than is necessary.
● It is processed in line with an individual’s legal rights.
● It is stored securely.
● It is taken only with the consent of the child, or the consent of a legal

guardian where a child is too young to provide consent.
● It is taken only after due consideration of context.
● It is taken with sensitivity to a child or children who appear to be

uncomfortable.
● Images of a child or young person in a one-to-one setting should be avoided

unless there is an agreed reason for why this is necessary.
● Photographs must not be taken of any individual if they suffer an injury

which is either accidental or non-accidental.
● Images which may cause distress, upset, or embarrassment must not be

used.
● Images of children and young people must only be taken when they are in a

full, suitable dress; there are no acceptable circumstances for taking images
of children in a state of undress.

● During sporting activities, due consideration should be given to
appropriateness of the context and angle of an image.

● It is not permitted to take or make images in any sensitive area of a school,
such as toilet cubicles or changing areas.



● Images of children and adults that are available to the public should not
include full names or any information that could identify them or where
they live. This applies to displays, documentation panels, name cards,
images on the school website, social media, or any other contexts referred
to in this Policy.

● Consideration should always be given to where images will be published in
terms of privacy and access to the image. This is particularly important with
social media accounts.

● Principals must reserve the right to view any images taken, or to withdraw
or modify an individual’s permission to take or make images at any time.
Users should understand that all images are available for scrutiny, and be
able to justify any images in their possession.

● Cameras and other photographic equipment should be designated for
work-related purposes only. The use of personal photographic equipment is
to be avoided unless authorised by the school’s Principal. If the Principal
agrees to this, they also acknowledge the associated risks and will ensure
staff are made aware of these.

● Staff will also ensure a reasonable level of security is applied to their
personal device to minimise the potential for data loss, such as a device lock
code or password.

5.1.1 Press Associations

💡 Key Point: As far as possible, ensure that members of the press adhere to this
Policy.

The UK press has its own regulations to control the use of images in order to
safeguard children. However, staff will also make sure that broadcasters and press
photographers are aware of the need to also respect this Policy and related
Policies. This applies in particular to one-to-one interviews with children, detailed
captions of pictures, or close-up images used in sports photography.

● Press access should only be permitted where the press have been
specifically invited.

● No authorisation should be given to any unscheduled visit by the press. In
the event that the press visit uninvited, the school must make every
reasonable effort to ensure that members of the school community are
protected from press intrusion.



● When inviting a member of the press to attend an event, every effort is
made by relevant staff to ensure press adhere to this Policy. However, staff
cannot be held responsible if the press choose not to.

● The identity of any press representative must be established before any
interview or photography is authorised.

● If names are requested, staff will only provide a list of the children’s first
names.

● Photographs will only be used where the press guarantee to act
appropriately to prevent unauthorised or unlawful processing of images,
and will ensure against the accidental loss, destruction, or damaging of
personal data.

● Photographers should be treated as any other school visitor and be
supervised at all times.

5.1.2 Consent

💡 Key Point: Always ensure that correct and specific consent has been given for
the intended use of an image or video.

Consent to take photographs or record images of children, and to use those images
in specific contexts, should have been requested from a parent or carer upon the
child’s enrolment to school. Users must therefore ensure that consent has been
obtained for the specific intended purpose of an image before the image can be
taken or used.

The following principles must also be observed:

● Parents and carers have the right to refuse or withdraw consent at any time,
or to give partial consent in terms of the use of an image.

● Specific consent for the use of images in publicity materials, training, or
promotional materials should be obtained before use.

● Images of children who no longer attend the school should not be used
unless specific consent has been given for this.

● Consent must be obtained from parents or carers before publishing an
image of a child on a school website or social media profile.



5.1.3 Storage and Disposal

💡 Key Point: Store, handle, and dispose of images securely.

Images should be stored and disposed of securely. The aim is to prevent
unauthorised access in order to ensure wellbeing and protect identity.

Images should not be kept for longer than is necessary. Once an image is no longer
needed, it should be wiped from any storage device except network backups, which
are only accessible to authorised ICT staff. If an image needs to be restored from a
network backup, then permission from the Principal is required and must be
recorded.

Images should be protectively stored in order to prevent unauthorised access.

Photographs should not be stored on a portable device for any longer than is
necessary.

Any printed image of a child from a school should be disposed of when no longer
required. They should be either returned to the parent or carer, deleted if a digital
copy is held, or shredded.

5.1.4 Security

💡 Key Point: Treat images and video as personal data.

Images and video should be handled as personal data. Any suspected concern and
breach of security must be acted on in terms of being recorded in the data
protection log, reported, and acted on in line with agreed procedure.

Images should be protected digitally and physically to ensure that they are not
stolen, including images held on laptops, computers, cameras, and any other
storage medium.

5.1.5 Tools and Resources

● The White Horse Federation GDPR Portal
● IT Video and Digital Image Policy

https://gdpr.twhf.org.uk/
http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf


5.2 When Producing Website Content

💡 Key Point: Follow these principles when producing promotional website
content.

Promotional website content of any kind must comply with the following
principles:

● Any online publication on official school websites will comply with legal
requirements including the General Data Protection Regulation (GDPR), the
Right to Privacy conferred by the Human Rights Act 1998, and any similar
duty to protect private information, and will not breach any common law
duty of confidentiality, copyright, etc.

● Any Content Management System (CMS) connected to official school
websites will be password protected and approved by the Principal.

5.2.1 Blogs, Updates, and News Posts

Users producing content to be used as part of a Federation or school blog, update,
or news post should comply with the following principles:

● Always act within the legal frameworks they would adhere to within school,
including libel, defamation, confidentiality, copyright, data protection,
GDPR, and equalities laws.

● Be responsible, credible, fair, and honest at all times and consider how the
information being published could be perceived or shared.

● Information available to the public should not include full names or any
information that could identify a child or adult, or where they live.

● Content that is likely to cause distress, upset, or embarrassment must not be
used.

● Be judicious when mentioning the specifics of in-school activity, such as the
location and timing of school trips.

● Content for a Federation or school post should always be read and agreed
on by at least one other colleague.



5.2.2 Site-wide Announcements

Users producing content to be used as part of a Federation or school site-wide
announcement should comply with the following principles:

● Always act within the legal frameworks they would adhere to within school,
including libel, defamation, confidentiality, copyright, data protection,
GDPR, and equalities laws.

● Consider the suitability of the content for use as a site-wide announcement.
● Give careful consideration to the wording of content to ensure it is clear,

transparent, unambiguous, and unlikely to be misinterpreted.
● Consider how the information being published could be perceived or

shared.
● Content for a Federation or school site-wide announcement should always

be read and agreed on by at least one other colleague.

5.2.3 Featured Images

Use of photography or video containing images of pupils must be handled in
accordance with procedure as established in Section 5.1 of this Policy and
expanded on within the IT Video and Digital Image Policy.

5.2.4 Tools and Resources

● For editorial guidance on content for blogs and site-wide announcements,
refer to Section 5.5 Website Communications of the Communications Policy.

● IT Video and Digital Image Policy.

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf
http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf


5.3 When Producing Social Media Content

💡 Key Point: Keep school, professional, and personal social media activity
separate.

Social media content of any kind must comply with the following principles:

● Use of social media sites will only take place with clear educational,
community engagement, or promotional objectives and have specific
intended outcomes such as increased engagement or raising awareness of
school or Federation activities.

● Use of social media will be formally approved by the Principal.
● Any online publication on official school social media platforms will comply

with legal requirements including GDPR, the Right to Privacy conferred by
the Human Rights Act 1998, or similar duty to protect private information
and will not breach any common law duty of confidentiality, copyright, etc.

● Always act within the legal frameworks adhered to within school, including
libel, defamation, confidentiality, copyright, GDPR, and equalities laws.

● Schools will be limited to one official school profile per social media
platform and this profile will encompass all school and department activity.
This is to establish one clear, authoritative school presence per platform and
ensure that stakeholders have sight of all content posted.

● Staff wishing to post about school in a professional capacity should set up a
professional social media profile in accordance with procedure described in
the Social Media Accounts Policy. Personal social media activity should be
undertaken on a separate personal account with no affiliation to the school
or Federation.

5.3.1 On School Social Media Profiles

Staff representing the school or Federation on official social media channels should
comply with the following principles:

● Be professional at all times and act as an ambassador for the school.
● Do not disclose information, make commitments, or engage in activities on

behalf of the school unless authorised to do so.
● Staff will use school email addresses to register for and manage official,

approved school social media channels.



● Members of staff running official school media channels will be aware of the
required behaviours so that the sites are used safely, responsibly, and in
accordance with local and national guidance and legislation. These
behaviours are described in the Communications and Social Media Accounts
Policies.

● All communication on official school social media platforms will be clear,
transparent, and open to scrutiny.

● Use of social media will adhere with existing Policies including the use of
images, behaviour, and child protection.

● Official social media sites will be password protected, linked to and from the
school website, and approved by the Principal.

● Principals are responsible for and will be aware of account information and
relevant details for social media channels in case of emergency such as staff
absence.

● The White Horse Federation will be made aware of account information and
relevant details for the purpose of assisting with the production of content
in support of school and Trust objectives. If details are changed or updated
the White Horse Federation will be informed.

● Public communications on behalf of the school will, where possible, be read
and agreed by at least one other colleague.

● Staff will not engage in any direct or private messaging with students or
parents/carers through social media, and should instead communicate via
school communication channels. Staff can acknowledge any direct or private
message to inform the sender that this will be passed onto the relevant
people within school, or to suggest other forms of communication e.g. using
an official email.

● Where possible, school profiles will be configured to disallow the receipt of
direct messages from other users.

● Where possible, avoid content focused on an individual pupil in posts.
● Where it is necessary to focus on an individual, posts should not contain full

names or information that could identify them or where they live.
● Be judicious when mentioning specifics of in-school activity, such as the

location and timing of school trips.

5.3.2 On Staff Professional Social Media Profiles

Staff representing themselves on a professional social media profile affiliated with
the school or Federation should comply with the following principles:



● The content of staff professional social media profiles will be related to
school and educational content and should not encompass personal
activities unrelated to this. Staff should create seperate social media profiles
for content unrelated to school activity and these should not present
affiliation with school or Federation profiles.

● Staff will carefully consider the information (including text and images)
they post online and ensure that their use of social media is compatible with
their professional role and is in accordance with school Policies and wider
legal frameworks.

● Staff will use school email addresses to register for and manage their
professional school social media profiles.

● Staff will be aware of the required behaviours so that the sites are used
safely, responsibly, and in accordance with local and national guidance and
legislation.

● Staff will be professional at all times and act as an ambassador for the
school and Federation.

● Staff must disclose their official role but always make it clear that they do
not necessarily speak on behalf of the school and Federation.

● Staff will ensure that they do not present their personal views as that of the
school or Federation.

● Staff will be responsible, credible, fair, and honest at all times and consider
how the information being published could be perceived or shared.

● Staff will inform their line manager, the school online safety lead, and/or the
Principal of any concerns such as criticism or inappropriate content posted
online.

● Staff will not engage with any direct or private messaging with students or
parents/carers through social media, and should communicate via school
communication channels. Staff can acknowledge any direct or private
message to inform the sender that this will be passed onto the relevant
people within school, or to suggest other forms of communication e.g. using
an official email.

● Where possible, staff will avoid content focused on an individual pupil in
posts.

● Where it is necessary to focus on an individual, posts should not contain full
names or information that could identify them or where they live.

● Staff will be judicious when mentioning specifics of in-school activity, such
as the location and timing of school trips.

● Staff will be aware of privacy options made available to them on social
media platforms and will configure these options judiciously.



● Staff are not advised to follow or engage with current or prior pupils on any
professional or personal social media network account. An exception may
be made in the case of following former pupils who go on to become staff of
TWHF.

● Staff will not share or discuss information they have access to as part of
their job, including photos or personal information about students and their
family members, colleagues, etc.

5.3.3 On Staff Personal Social Media Profiles

The content posted to personal social media profiles is outside the scope of this
Policy. However, please take note of the following principles:

● School email addresses should not be used for setting up personal social
media accounts.

● Members of staff who “follow” or “like” school and Federation profiles are
advised to do so via their professional accounts, rather than personal, to
avoid blurring professional boundaries.

● Members of staff should not identify themselves as employees of The White
Horse Federation or school on their personal social profiles.

● Staff are not advised to follow or engage with current or prior pupils on any
professional or personal social media network account.

● Staff should not use the school logo or branding on their personal profiles.

5.3.4 Featured Images

Use of photography or video containing images of pupils must be handled in
accordance with procedure as established in Section 5.1 of this Policy and
expanded on within the IT Video and Digital Image Policy.

5.3.5 Tools and Resources

● For guidance on how social media accounts should be set up, configured,
and managed, refer to the Social Media Accounts Policy.

● For editorial guidance on content for social media posts, refer to Section 5.6
Social Media Communications of the Communications Policy.

● IT Video and Digital Image Policy

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf
http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf


● IT Acceptable Use Policy — Staff and Volunteers

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Acceptable-Use-Agreement-for-Staff-Volunteers.pdf


5.4 When Producing Printed Materials

💡 Key Point: Follow these principles when producing promotional content for
printed materials.

Content produced for use in printed materials must comply with the following
principles:

● Any printed material will comply with legal requirements including GDPR,
the Right to Privacy conferred by the Human Rights Act 1998, and any
similar duty to protect private information, and will not breach any common
law duty of confidentiality, copyright, etc.

● Materials will be produced in line with legal frameworks adhered to within
school, including libel, defamation, confidentiality, copyright, data
protection, and equalities laws.

● Materials will be produced responsibly, credibly, fairly, and with
consideration of how the information being published could be perceived or
shared.

● Materials will be produced with careful consideration to the wording of
content to ensure it is clear, transparent, unambiguous, and unlikely to be
misinterpreted.

● Materials available to the public should not contain the full names of
children or any information that could identify them or where they live.

5.4.1 Artwork for Printed Materials

Any artwork or designs produced must comply with the following principles:

● Artwork or designs that incorporate images of pupils must be produced and
handled in accordance with procedure as established in Section 5.1 of this
Policy and as expanded on in the IT Video and Digital Image Policy.

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf


5.4.2 Featured Images

Any images included as part of printed materials must comply with the following
principles:

● Use of photography or video containing images of pupils must be handled in
accordance with procedure as established in Section 5.1 of this Policy and
expanded on in the IT Video and Digital Image Policy.

5.4.3 Tools and Resources

● For editorial guidance and examples of suitable content for printed
materials, refer to Section 5.8 Printed Communications of the
Communications Policy.

● IT Video and Digital Image Policy.

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf
http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf


5.5 When Producing Communications Content

💡 Key Point: Follow these principles when producing communications content.

Any communications content produced must comply with the following principles:

● All communications content will comply with legal requirements including
GDPR, the Right to Privacy conferred by the Human Rights Act 1998, and
any similar duty to protect private information, and will not breach any
common law duty of confidentiality, copyright, etc.

● Content will be produced in line with legal frameworks adhered to within
school, including libel, defamation, confidentiality, copyright, data
protection, and equalities laws.

● Content will be produced responsibly, credibly, fairly, and with
consideration of how the information being published could be perceived or
shared.

● Content will be read and agreed on by at least one other colleague.

5.5.1 Press Releases and Media Enquiries

💡 Key Point: All media enquiries should be dealt with by staff with caution and
directed to a line manager in the first instance. Media handling procedure is
described in the Public Relations Policy.

Press Releases

The following principles must be considered when a press release is produced:

● Do not create or distribute a press release without following the procedures
described in the Public Relations Policy.

● Information contained within a press release should comply with legal
requirements including the GDPR, the Right to Privacy conferred by the
Human Rights Act 1998, and any similar duty to protect private information,
and will not breach any common law duty of confidentiality, copyright, etc.



● Children must not be approached at school for the purposes of collecting
information for a press release without the permission of both a parent and
the school Principal.

Media Enquiries

The following principles must be considered when the press ask for information:

The UK press has its own regulations to control the use of information in order to
safeguard children, such as the Independent Press Standards Organisation Editor’s
Code of Practice. Staff will make sure broadcasters and journalists are aware of the
need to also respect this Policy. However, staff cannot be held responsible if the
press choose not to.

● Do not respond to press enquiry without following the procedures
described in the Public Relations Policy.

● For media enquiries into crimes or serious incidents, care should be taken
to avoid excessive detail in order to prevent simulative acts.

● For children under the age of 16, content related to subjects involving the
welfare of the child, or any other child, must not be made available to the
press unless a custodial parent or similarly responsible adult consents. This
includes interviews, photography, and information.

● Youth court proceedings, by statute, are not open to the public. Section 49 of
the Children and Young Persons Act 1933 (CYPA 1933) places an automatic
restriction on reporting information that identifies, or is likely to identify,
any person under the age of 18 who is concerned in youth court
proceedings as a victim, witness, or defendant. Under Section 45 of the
Youth Justice and Criminal Evidence Act 1999 (YJCEA 1999) there is a
discretionary power to restrict reporting the identity of victims, witnesses,
and defendants under the age of 18 who may appear in magistrates’ courts
and the Crown Court. (Source: Crown Prosecution Service) Therefore, in
such cases no identifying information should under any circumstance be
provided to journalists.

● Young victims of serious sexual offenses will have automatic anonymity
subject to the provisions of the Sexual Offences (Amendment) Act 1992.
(Source: Crown Prosecution Service) Therefore, in any press report
involving a sexual offense against a child, the child must not be identified.
No identifying information should under any circumstance be provided to
journalists in such a situation. Care must also be taken with any language
used to ensure it does not imply the relationship between the accused and a
child, such as the word ‘incest’.

https://www.ipso.co.uk/editors-code-of-practice/
https://www.ipso.co.uk/editors-code-of-practice/
https://www.cps.gov.uk/legal-guidance/reporting-restrictions-children-and-young-people-victims-witnesses-and-defendants
https://www.cps.gov.uk/legal-guidance/reporting-restrictions-children-and-young-people-victims-witnesses-and-defendants


● Children must not be approached at school for the purposes of collecting
information for a news article without the permission of both a parent and
the school Principal.

5.5.2 Internal Emails

The following principles must be considered when internal emails are produced:

● Take care to ensure inappropriate access to, use, or sharing of personal
details is avoided.

● Consider the suitability of the content for use in an email.
● Give careful consideration to the wording of content to ensure it is clear,

transparent, unambiguous, and unlikely to be misinterpreted.
● Consider how the information being published could be perceived or

shared.
● Comply with legal requirements including GDPR, right to privacy conferred

by the Human Rights Act 1998, or similar duty to protect private
information and do not breach any common law duty of confidentiality,
copyright, etc.

● Always act within legal frameworks adhered to within school, including
libel, defamation, confidentiality, copyright, data protection, and equalities
laws.

● Use good judgement and if in doubt have content read and agreed on by at
least one other colleague.

5.5.3 External Emails

The following principles must be considered when external emails are produced:

● Always ensure that intended recipients have provided correct and specific
consent for the email you are producing where it is necessary to do so.

● Take care to ensure inappropriate access to, use, or sharing of personal
details is avoided.

● When sending an email to many people, take care to ensure the Bcc field is
used for recipients’ email addresses to avoid exposing personal information.

● Consider the suitability of the content for use in an external email.
● Give careful consideration to the wording of content to ensure it is clear,

transparent, unambiguous, and unlikely to be misinterpreted.



● Consider how the information being published could be perceived or
shared.

● Comply with legal requirements including GDPR, the Right to Privacy
conferred by the Human Rights Act 1998, or similar duty to protect private
information and do not breach any common law duty of confidentiality,
copyright, etc.

● Always act within legal frameworks adhered to within school, including
libel, defamation, confidentiality, copyright, data protection, and equalities
laws.

● Use your good judgement and if in doubt have content read and agreed on
by at least one other colleague.

5.5.4 Featured Images

Use of photography or video containing images of pupils must be handled in
accordance with procedure as established in Section 5.1 of this Policy and
expanded on in the IT Video and Digital Image Policy.

5.5.5 Telephone / Teleconference Conversations

It is uncommon for telephone marketing to constitute part of the marketing activity
undertaken by the Federation or schools. However, telephone conversations may
take place in the course of producing other forms of communications content.
Consideration must therefore be given to the following principles:

● Take care to ensure inappropriate access to, use, or sharing of personal
details is avoided.

● Always act within legal frameworks adhered to within school, including
libel, defamation, confidentiality, copyright, data protection, and equalities
laws.

● Consider how information being shared could be perceived or shared.

5.5.6 Tools and Resources

● For editorial guidance on communications content, refer to Section 5.9 PR
Communications and Section 5.10 Telephone Communications of the
Communications Policy.

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf


● For guidance on procedure and conduct during crisis communications, refer
to the Public Relations Policy.

● IT Video and Digital Image Policy.
● Crown Prosecution Service - Guidance on Reporting Restrictions - Children

and Young People.

6. Responsibilities

💡 Key Point: Everyone shares the responsibility of upholding safeguarding
measures.

6.1 Senior Leadership Team

Members of the Senior Leadership Team are responsible for:

● Implementing the Marketing Content Safeguarding Policy.
● Taking a lead role in investigating any reported incidents.
● Making an initial assessment when an incident is reported and involving

appropriate staff as required.
● Approving account creation in the case of social media; for more

information, refer to the Social Media Accounts Policy.
● Approving the use of personal photographic equipment under appropriate

circumstances and communicating the associated risks of doing so to staff.
● Approving the retrieval of an image from a network backup under

appropriate circumstances.
● Retaining social media account information in case of emergency such as

staff absence.

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf
https://www.cps.gov.uk/legal-guidance/reporting-restrictions-children-and-young-people-victims-witnesses-and-defendants
https://www.cps.gov.uk/legal-guidance/reporting-restrictions-children-and-young-people-victims-witnesses-and-defendants


6.2 Administrators and Moderators

Systems administrators and moderators are responsible for:

● Ensuring systems are utilised in accordance with, and to facilitate, the
Marketing Content Safeguarding Policy.

6.3 Staff

All staff are responsible for:

● Referring to and practising the contents of the Marketing Content
Safeguarding Policy.

● Reporting incidents or breaches of Policy to appropriate members of staff.

7. Enforcement

💡 Key Point: Make every effort to work within the guidelines of this Policy.

Unacceptable conduct will considered extremely seriously by both the school and
the Federation and escalated where appropriate. Conduct deemed unacceptable
includes but is not limited to:

● The expression of defamatory, discriminatory, offensive, or harassing
content within any communication.

● A breach of this Policy, or any related Policy.



8. Related Information

● IT Video and Digital Image Policy
● IT General Data Protection Regulations (GDPR) Policy
● The White Horse Federation Website Privacy Policy
● IPSO Editors’ Code of Practice
● Crown Prosecution Service - Guidance on Reporting Restrictions - Children

and Young People
● Communications Policy
● Social Media Accounts Policy
● Public Relations Policy

http://thewhitehorsefederation.web-proofing.com/wp-content/uploads/2017/11/TWHF-IT-Video-and-Digital-Image-Policy.pdf
http://gdpr.twhf.org.uk/wp-content/uploads/2018/04/TWHF-IT-Data-Protection-Policy.pdf
https://thewhitehorsefederation.org.uk/twhf-website-privacy-policy/
https://www.ipso.co.uk/editors-code-of-practice/
https://www.cps.gov.uk/legal-guidance/reporting-restrictions-children-and-young-people-victims-witnesses-and-defendants
https://www.cps.gov.uk/legal-guidance/reporting-restrictions-children-and-young-people-victims-witnesses-and-defendants

